
Integra Limited LLC
Privacy Policy

General Provisions
This Privacy Policy (hereinafter – the “Policy”) defines how Integra Limited LLC
(hereinafter – the “Company”) uses and protects the information you provide,
containing personal data, subject to applicable data privacy laws.
Applicable data privacy laws mean all laws and other regulations issued by the
supervisory authorities of the respective jurisdictions, including, but not limited to,
data protection laws and regulations implementing Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement
of such data (hereinafter referred to as the “General Data Protection Regulation”
and/or “GDPR”). Relevant national laws take precedence in the event of a conflict
between them and this Policy or where these laws impose more stringent
requirements. This Policy will also be followed in the absence of relevant national
legislation. This Policy applies to the entire process of processing personal data
relating to an identified or identifiable individual and does not apply to anonymous
or encrypted personal data. The Company does not knowingly collect personal data
from persons under the age of 18.

Information Collected by the Company

Information you provide to the Company

The Company collects information that you enter when using the official website of
the Company (https://integra-trading.io) including all of its landing pages and
subdomains (hereinafter referred to as the “Website”), as well as the information that
you provide to the Company by generating a request to open a Client account with
the Company. The information you provide to the Company may include: your full
name and surname, residential address, email address, telephone number, date of
birth, taxpayer identification number (TIN) or an equivalent document, bank and/or
other accounts, payment card numbers, and other financial data, copies of identity
documents (such as your passport or another document with your photo, proving
your identity), as well as documents confirming your current residence address and
other documents that may be required for verification according to the Company’s



procedures in one way or another case. The Company also collects information
when you voluntarily fill out customer surveys, leave reviews, apply for special offers
from the Company, participate in competitions/promotions, or register for events
(for example, seminars/webinars) organized by the Company.

Information that the Company receives from other sources

When you visit the Website, the Company may collect information about your IP
address, URL, browser, types of plug-ins, operating system, and platform, as well
as other data for entering the information and trading system of the Company. The
Company works closely with third parties (for example, technical service providers,
ad networks, tracking and analytics service providers (including Google), data
aggregators, lead generation agencies, public sources, third-party social media
sites, and search providers) and may receive from them information about you.
Such information may include statistics of visits through the Company’s Website,
the products you viewed and the history of interaction with the page, your personal
contact information (for example, if you were directed to the Company by the
Company’s Web partner), any personal data that is part of your profile on the
Website of a third-party social network and/or your data available in the official
groups of the Company (for example, on Instagram or Facebook).

Information that the Company receives when using cookies

The Company or its third-party service providers may use cookies to collect
information about you. This helps the Company to make the process of using the
Website more convenient for you and to provide better Services.

How the Company Uses Personal Data

Purposes for which the Company processes information about you

The Company processes (uses/stores/transfers/organizes, etc.) information about
you in order to fulfill obligations arising from the data privacy laws applicable to the
Company, the Company’s licensing obligations to regulatory bodies, any
agreements concluded between you and the Company, as well as with the purpose
of:

● providing you with customer service and improving its quality;
● providing you with information, services, products, and services;
● ensuring mutual settlements;
● providing you with technical and other support and communication;



● conducting monitoring/inspections in order to maintain an adequate level of
security and implement measures to combat money laundering and terrorist
financing;

● identity verification;
● monitoring of accounts in order to prevent unfair or illegal actions;
● providing you with marketing information about the goods and services

offered by the Company and/or its partners;
● in order to provide information to any of the Parties under the Terms of

Service;
● maintaining and storing accounting records, as well as generating statistics

for your operations;
● compliance with regulatory requirements;
● internal administration;
● execution of information exchange according to FATCA and CRS standards;
● for the purposes of judicial and other legal protection of the rights and

legitimate interests of the Company.

Transfer of Information to Third Parties

Within the limits of the established applicable law, this Policy and/or the Terms of
Service, Company has the right to transfer information to affiliated persons,
including: legal entities related to the Company corporately, to third party
contractors (service providers, including liquidity providers, developers of software,
sites that carry out AML/CTF and KYC checks, auditors, lawyers, accountants
engaged by the Company), banks and other financial institutions involved in mutual
settlements between the Company and its clients, judicial and other government
agencies. The information that the Company collects, processes, and stores may be
transferred, controlled, and processed inside or outside the European Economic
Area (hereinafter – “EEA”). In particular, the Company’s service providers may be
located in Europe, Asia, and/or other regions. Personal data transferred to a
recipient outside the EEA is subject to protection equivalent to that provided by the
GDPR.

Information storage period

All information that the Company collects will be stored only for as long as it is
necessary to achieve the goals outlined in this Policy. Implying that data will be kept
(a) while you use the Services of the Company, or for (b) as long as it is required by
current legislation and the Company’s legal obligations (for example, storing
information in order to fulfill the tax/accounting/licensing obligations). In determining



the appropriate retention periods for your personal information, the Company will
consider factors such as:

● contractual obligations and rights in relation to the information involved;
● legal obligations in accordance with applicable law governing the storage

period of data for a certain time;
● possible disputes;
● recommendations of the relevant data protection authorities.

As soon as possible, the Company will securely delete your information when it is
no longer needed.

Your Rights to Information

The Company takes measures to ensure that your personal data is accurate and
up-to-date. If you live in the European Economic Area, you have certain rights,
including:

● the right of access (Article 15 of the GDPR): you have the right to request
from the Company confirmation of whether the Company is processing your
personal data, as well as access to personal data and relevant information
about this processing (for example, what purposes of processing or
categories of personal data involved);

● the right to rectification (Article 16 of the GDPR): you have the right to rectify
your personal data in accordance with the currently applicable law;

● the right to erasure (Article 17 of the GDPR): you have the right to send a
request to the Company to delete your personal data in accordance with the
currently applicable law. This right can be exercised, inter alia: (i) when your
personal data is no longer needed for the purposes for which it was collected
or otherwise processed; (ii) when you withdraw the consent on which the
processing is based in accordance with Article 6(1)(a) or Article 9(2)(a) of the
GDPR and in the absence of another legal basis for the processing; (iii) when
you object to the processing pursuant to Article 21(1) of the GDPR and there
is no legal basis for the processing, or when you object to the processing
pursuant to Article 21(2) of the GDPR; or (iv) when your personal data has
been processed unlawfully;

● the right to restriction of processing (Article 18 of the GDPR): you have the
right to demand the restriction of the processing of personal data under
certain circumstances, including when the accuracy of your personal data is
disputed; when the processing is unlawful, and you object to the deletion of
your personal data and instead request the restriction of the use of your



personal data; or if you object to the processing pursuant to Article 21(1) of
the GDPR;

● the right to data portability (Article 20 of the GDPR): you have the right to
receive the personal data that you have provided to the Company in a
structured commonly used, and machine-readable format and you have the
right to initiate the transfer of this information to another controller, including
direct transfer, if technically possible;

● the right to object (Article 21 of the GDPR): you have the right to object to the
processing of your personal data under the currently applicable law. In
particular, an objection can be raised against processing for certain
purposes, such as direct advertising. After that, the Company will no longer
process your Personal Data for the specified purposes

Information Security
We employ several physical and electronic safeguards to keep your information
safe, including encrypted user passwords, two factor authentication on passwords
where possible, and securing all connections with industry standard transport layer
security. Even with all these precautions, we cannot fully guarantee against the
access, disclosure, alteration, or deletion of data through events, including but not
limited to hardware or software failure or unauthorized use.

Cookies Usage
Upon accessing our Services, one or more Cookie files may be transferred to your
device. Cookies are small text files containing a string of alphanumeric characters
used to identify a user's device in the network. We use both session cookies and
persistent cookies. Session Cookies are deleted after closing the browser.
Persistent Cookies remain after closing the browser and may be used to deliver
subsequent logs. Persistent Cookies can be removed manually. Information about
the proper way to change settings of Cookies you can find in the reference system
of your browser. Information collected from cookies is used by us to evaluate the
effectiveness of our site, analyze trends, see what difficulties our visitors may
experience in accessing our site, and administer the platform. We need this
information to improve the quality of our service.



Changes to Privacy Policy
We reserve the right to make changes or updates to this Privacy Policy from time to
time, in whole or in part, while posting a new version on our website. We encourage
you to periodically review our privacy Policy to be aware of such changes. The latest
version of the Privacy Policy can be found on our websites. When changes are
made, the new version of the Privacy Policy shall enter into force from the date of its
publication, unless otherwise provided in the new version of the Policy.


